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RS-2B: Securing the Control Surface

RS-2A: Exposure to cyber-physical attacks by
characterizing the attack surfaces, i.e., entry

e Mission & points and likelihoods across the mission
Operation Plane surface in a technology & mission-invariant
mannetr.

RS-2B: Provide quantifiable safety and
s Control and feedback to the mission surface when the
Navigation Plane |imits of secure controllability are
compromised within a time horizon under
current policies and adversarial situations.
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2. Proposed Workflow for Design and Dynamical
Validation of the Al-based Flight Control System

Route-1: Direct definition
of the reference model

Route-2: Reference Closed-loop System Design
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» Reference closed-loop system design is performed by utilizing handling quality
requirements (Route-2) in Control Designer’s Unified Interface (CONDUIT)
* Al-based controlleris a neural network with;
* 3layers, 128 neurons in each layer, Tanh activation functions
* Action signals: control surface commands (i.e. aileron, elevator, rudder
commands)
* Observations: GNSS measurements and auxiliary calculations related to

| state of the aircraft (i.e. reference model tracking error, etc.)
Plane across the different layers in the * Trainingis performed by utilizing Proximal Policy Optimization (PPO)
informatics plane from detection of
signals to networking, . 3. Validation of the Closed-loop system in Simulation
Environment
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PM: Phase Margin, GM: Gain Margin, BW: Bandwidth, DRP: Disturbance rejection pealk,
DRB: Disturbance rejection bandwith, Req.: Requirement

4. Conclusions and Future Works

1. Itisshown thatitis possible to integrate handling quality requirements into
reinforcement learning process.

2. Frequency domain system identification method could be utilized to validate the
closed-loop system dynamics equipped with an NN-based flight control system.

3. NN will be re-trained with updated reward function weights to improve
dynamical specifications that are in Level 2.

4, System level V&V of the proposed Al-based FCS will be performed from
operational safety point of view.
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